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ABSTRACT

The purpose of this paper is to focus on the concepts of smart cities by using Information and
Communication Technology (ICT) to support different aspects of sustainability processes. It
aims to underline the importance of the Security systems in Smart Cities, but also to create
world-influencing urban, governmental methodologies, and sustainable economic growth in
global business.

Although the research is a limited study, it emphasizes in-depth research vs cross-sectional
data collection, to analyze the relationship between ICT implementation initiatives and smart
concepts. The main limitation of the study was the lack of adequate data to enrich the
analysis. Smart technology is new and has not been fully researched. Furthermore, most of
the information is qualitative but encourages future research and further investigation of the
subject. The main implication of this case is the possibility of generating some discussion
about safety: Is security control strategy important for safety in smart cities?
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1. INTRODUCTION

Nowadays, over 50% of the world's populace resides in cities, and it is detailed that
urban residency will reach 68% within the following 30 years. Agreeing to the United
Nations, the world populace will too increment by 2.5 billion in 2050. This huge
development will force a few challenges on cities, counting the economic administration and
improvement of urban regions as well as the capacity to ensure an amazing quality of life for
citizens. Hence, the advancement of smart cities ought to be considered both a successful and
pressing arrangement to support the few needs of this developing populace. On the other side,
the quick advancement of the 10T and Big Data analytics is frequently considered the most
calculated within the execution of smart cities (United Nations, 2018). The fast advancement
of the 10T and Big data is regularly considered the most factor within the execution of smart
cities’ services. (Abaker et al., 2016). The developing investigation of the 5G network
reached in 2020 is already changing numerous viewpoints within the communications scene,
The key functional drivers of 5G will unlock a broad range of opportunities, including the



optimization of service delivery, decision-making, and end-user experience. (Galal &
O’Halloran, 2020)

The persistent evolution of technology plays a critical part in the advancement of clever
frameworks over different spaces of city quality of life of individuals by excelling in
numerous key zones: safety, sustainability, and economic development. Transportation is one
key figure that essentially influences the socio-economic advancement of smart cities.
(Obaidat, et al., 2016). Any sort of inefficiency in this basic network can cause enormous loss
of time, devaluation within the level of safety, high pollution, and debasement in the quality
of life. A smart city benefits from information collection and handling by utilizing diverse
technologies of communication, networking, and computing, which in turn leads to the
development of smart services over diverse divisions counting health, transportation,
security, and more. A future smart city infrastructure must be able to coordinate the smart
area into a coherent smart city concept. Vitale components in this concept are the Internet of
Things (1oT), and Artificial Intelligence (Al) connected through inescapable and always-
connected communications (5G). 10T is a crucial component in smart cities that produce Big
data. It is the most of 5G and has a vital part in constituting 5G. (Chimeh, et al., 2020).

This paper presents the Secure City as a concept, equal to the concept of the Smart
City. Fedorov, et al. (2012) have a broader understanding, In their work, the objectives of a
Secure City are considered the creation of a unified arrange of reaction to major emergencies
and enhancement of security and quality of life by a decrease of crime, urban violence, and
terrorist dangers, and by the increasing speed of responsiveness to emergency wonders. The
crossing point of Secure City and the Smart concepts City may be a framework, initially
presented as the Secure City framework. Afterward, we changed its title to the Smart Security
and Smart Healthcare framework, to form it more coherent with other frameworks. Its cross-
sectional character outlines, that all the frameworks of the Smart City and Secure City
concepts have to be safe. Secure City guarantees the protection of society, property,
environment, and these components, their instructive, cybernetic, and physical security. The
term secure city itself is utilized within the proficient literature, indeed though it has not been
so habitually and profoundly tended to as Smart Cities. Whereas most assets center on
reducing crime by utilizing security cameras (Axis Communications, 2015).

Consequently, such a scenario creates a major problem: the question of whether many
Smart City initiatives are truly sustainable and responsive to the needs of the urban
community. Security issues are increasingly gaining prominence in the "Smart City" agendas;
the current essay aims to address the following question: Can smart cities change people's
lives by increasing the perceived safety of the business environment? To reach our aim we
will tackle these four questions:

e |s such a technology effective in addressing the security needs of Smart Cities ?

e How do smart technologies help to maintain successful surveillance?

e\What is a general perception of a city where crime scenes could be detected on time

from the position of investors and business owners?

e How safe "Smart Cities" can help to create and build an image of a safe location for

business and life? (e.g. safe cities will attract more tourists....)

The future smart cities and smart ports require ICT technologies as a center to be able
to handle the inventive smart city challenges. These ICT innovations must join a strong,
sustainable, and profoundly leveraged network that gives network, smartness, security, and
effective vitality administration. Within the following, the most contributing technologies are
discussed. They are 10T, CoT, Big data, Blockchain, 5G, Artificial intelligence (Al), and
Intelligent Transportation (IT).



At last, this paper proposes a new system of smart security and its impact on the
business environment. It relates to various domains of social and global economic
development via smart technology. However, the most outstanding facet is the security
sector. The choice of the topic stemmed from growing incidences of security problems. This
research is conducted to benefit the security sector, thereby contributing to sustainable
development and helping to create and build an image of a safe location for life and business.

2. Literature review

In 1950 about 65 percent of the population worldwide lived in rural settlements and 35
percent in cities; this number will be reversed by 2050, where 70 percent of the population
will be expected to live in urban areas while only 30 percent will be living in rural areas.
(Figure 1, Appendix A, UN, 2015). Literature reveals that society is faced with a large
number of security issues, justifying the need for Smart Cities to continue thinking about
ways to address the problem. The increment within the urban populace increments the require
for mobility and the expanding utilization of nourishment and energy. This leads to an
increment in living costs, the misfortune of time (e.g. in traffic), and the improvement of poor
living habits. That's why there's a have to discover inventive arrangements that will move
forward the quality of life of citizens and ensure sustainable economic development in small
cities, to protect the districts from over-urbanization. The solution to these issues lies within
the concept of smart cities and advanced technologies.

2.1 Technologies for Smart Cities.

The future smart cities require ICT technologies as a center to be able to handle the
inventive smart city challenges. These ICT innovations must join a strong, sustainable, and
profoundly leveraged network that gives network, smartness, security, and effective vitality
administration. Within the following, the most contributing technologies are discussed. They
are 10T and CoT, Big data, Blockchain, Artificial intelligence (Al), Intelligent Transportation
(IT), 5G technology, Smart City Technologies and Services (SCTS), Cyber Security.

2.1.1 Internet of Things (1oT) and Cloud of Things (CoT)

Internet of Things (IoT) alludes to the linkage and associations among billions of
distinctive objects over the web to create a smart environment. Based on standardized
communication conventions, these gadgets share and trade data over heterogeneous stages.
(Gubbi, et al., 2013). Thus, 10T upgrades the interactivity and the effectiveness of basic
frameworks such as those utilized in transportation, security, instruction, agriculture, and
healthcare. The 10T is considered another huge step within the advancement of the Web.

The CoT is imperative within the smart zone and small smart city settings since IoT
gadgets deliver a gigantic amount of data that must be stored and prepared. In basic terms, a
CoT could be a pool of assets and calculation capabilities open through the Web. For smart
cities combining 10T and CoT is significant, so that 10T information can be prepared and
stored. Combining the pieces, an advanced ICT-based framework must include technologies
such as 5G, loT, CoT, and Al. Particularly, the Al portion is challenging since it is inserted
into the 10T setting, which offers restricted assets. (Yamazaki, 2006).

2.1.2 Big data

The utilization of 10T and other future web innovations give a gigantic sum of data( Big
Data). This information ought to be appropriately analyzed and overseen to extricate designs,



which are useable for applications, services, and integrated ICT approaches like public
health, public data frameworks, city administration, energy proficiency, transport, security,
and crisis services, squander administration, and water management. Common for these
services is that the information requires procurement, capacity, and handling on either a
nearby smart city server or on a cloud preparing stage. Handled information can be utilized
for creating new services such as smart economy, smart governance, smart environment, and
smart portability. Probabilistic Data Structures (PDSs) are greatly helpful information
structures that diminish the time and space trade-off to an extraordinary degree compared to
capacity and recovery and questioning of information. (Dutta, et al., 2013; Feng, 2020). Big
Data has three characteristics as volume, speed, and diversities. A Big Data activity volume
may be Petabytes or Exabytes constituted from billion or trillions of bits of information from
millions of individuals or hardware. (Figure 2, Appendix B, Report ITU- Report M.2370-0,
2015) appears that the volume of M2M traffic approaches 5013 petabytes by 2019. It outlines
non-video, video, and M2M portable traffic sorts particularly. Video traffic approaches to
4200EB and non-video traffic such as 10T and eHealth approaches to 600 EB.

2.1.3 Blockchain to secure IoT.

As of late, Blockchain innovation has pulled in the consideration of analysts in totally
different zones. Zheng, et al. (2018), have characterized the blockchain as "a grouping of
pieces, which holds a total list of exchange records like customary open ledger". Blockchain
was presented to back the usage of security techniques, but it has found employments in
numerous other areas and zones of application as well. To improve the security of IoT
applications, the thought of receiving blockchain with 10T applications was proposed.
(Fernandez, et al., 2018). For smart cities, blockchain makes a difference to construct a
secured environment for their applications by adopting decentralized designs. (Ali, et al.,
2018). Blockchain smart contracts are promising and advantageous innovations that can be
utilized to manage forms between benefit suppliers and clients. (Portmann, 2018).

2.1.4 Artificial Intelligence (Al).

Artificial Intelligence (Al) could be a generalized term utilized to portray a framework
that shows the properties of human intelligence. An Advanced Al (AAIl) framework is
required for handling complex 10T designs, By combining AAI frameworks, utilizing 5G to
get to the Web, the ICT premise for a smart city is made as an Integrated Smart Home and
Smart City (ISHSC) (Panch, et al., 2018). The application zone for Al covers a wide run of
applications such as toys, logical investigation instruments, medical determination, and robot
control. In expansion, numerous of today's administrations are based on inserted Al, cases are
self-navigating, recommender motors, gaming motors, cars gearboxes, discourse
acknowledgment, and mechanical robots. Smart situations within the smart zone have to
actualize context-aware services that can bargain with everyday exercises, such as preparing,
eating, drinking, taking pharmaceuticals and cooking, etc. These frameworks must be able to
interface with hundreds or indeed thousands of sensors. (Diane, 2012; Feng, 2020). In
expansion, they have to be able to bargain with voluminous and wealthy information, which
is exceptionally challenging for the Al learning and expectation process. (Dominici, et al.,
2010; Shuijing, 2020).

2.1.5 Intelligent Transportation (IT).

Intelligent Transportation (IT) incorporates three sorts: vehicle to individuals, vehicle to
vehicle, and vehicle to the framework which are named to V2X. V2X empowers the drivers



to be educated of plausible threats and mischances on the street. (Figure 3, Appendix C,
Maeder, 2011). (Djahel & Hadjadj-Aoul, 2020)

2.1.6 5G Technology.

The 5G organize is the fifth generation of remote broadband systems, advertising
speeds, and reliability that outperform its 2G, 3G, and 4G forerunners. 5G is based on the
utilization of a building structure joining the customary macro-cellular organize with an
overlay of little cell networks. (Okasaka, et al., 2016). As appeared in (Figure 4- Appendix
D, Authority ACMA, 2016), this permits clients to connect to two systems at the same time.
The double network permits the macro-cellular arrangement to act as the control plane and
the little cells to act as the client plane. The control plane is dependable for signaling between
networks and the client plane is allotted for information services (e.g. video spilling or calls).
Telecom suppliers are pointing to overcome the challenges of the indoor dependable network
through the utilization of small cells, with suppliers pointing to extend the number of little
cells by 900% from 2018 to 2026. (Marek, et al., 2019; Galal & O’Halloran, 2020; VVodafone,
2022, Osseiran, 2022).

2.1.7 Smart City Technologies and Services (SCTS) and Intelligent
Criminal Investigation

Smart Cities utilize Wi-Fi frameworks, to begin with, give free Web get to and or give
data to those entering a certain zone. This, in turn, implies information is made concerning
portable phones that have entered a specific space. (Gali¢, 2018) Such information can be
utilized in criminal investigations when we are fascinated by the development of a given
individual, or when a certain timeline must be built up. It can moreover be utilized to transmit
significant data such as Golden cautions or data on lost or needed people. Communication
channels, in the event, that is successful, can decrease disappointment with the city or public
organization (Pereira, et al., 2017).

In differentiation to the criminal intelligence commitment to "Smart City "frameworks,
due to their center and the specificity of a person occasion, criminal investigations inputs are
to some degree restricted. The most noteworthy advantage is watched when a "smart city"
framework infrastructure is beneath attack or a crime has been committed against the city
itself and where advanced forensics is utilized to explore the occasion. The data determined
from such investigations speak to a frame of system powerlessness test and can be utilized to
progress the security of the said frameworks (Baig, et al., 2017). The choice of the region,
time, and frame of innovation can be based on crime measurements, criminology grant as
well as a run of other information (portable phone information, social media examination,
etc.) (Meijer & Thaens, 2018).(Figure 5, in Appendix E, shows the broad array of the
underlying relationship between Smart Cities and different policing forms).

2.1.8 Cyber security and privacy

Expanded surveillance and data-driven policing raise concerns almost continuously
observed and the potential to hinder political disagreement. Governments and private-sector
players presently hold and share touchy individual information, making it basic to set up
astute conventions and shields around its dealing with and protection. (Figure 6, Appendix
F, Figure 7, Appendix G, McKinsey, 2017) Experts around the world are concerned about
cyber security vulnerabilities in "Smart Cities". The Internet of Things gives a broad "surface
area" for hackers to assault. Cities will have to create cyber security skills and remain side by
side with the continually advancing dangerous environment. They will get to get ready for



how to reply to breaches-including not as it were specialized remediation but how they will
keep up calm and how they will communicate. (Kaplan, 2015, McKinsey, 2017)

3. Security vs. Smart City.

As Gaspar Viega, a senior executive at Alcatel-Lucent specializing in open security
focuses out: "If you think almost security as it were in terms of reducing crime, that doesn't
essentially cruel that the city will be kept secure. The concept of a secure city incorporates a
wide extend of angles and exercises connected to public spaces, from crime avoidance to
physical security of the environment, and availability, to regulation and organizational angles
(Finka, et al., 2016). The International City Management Association ICMA (2016), surveyed
in partnership with the "Smart Cities” Council to be told more about the priorities and
activities of U.S. local governments associated with smart-city technologies. The five benefits
most frequently identified by responding communities as being very important in motivating
their governments to implement or expand "Smart City" initiatives included: economic
development (43.8%), capital and/or operational cost savings (43.3%), resiliency for critical
operations (42.9%), enhanced services for residents (38.1%), and safety and security benefits
(37.3%). (Figure 8, Appendix H, ICMA, 2016).

Concepts of the secure city incorporate a wide extend of viewpoints and exercises
connected to open spaces, from crime prevention to physical security of the environment, to
openness, and organization and organizational viewpoints (Finka, et al., 2016). Regularly, a
secure city as it addressed the issue of decreasing crime, such as decreasing the number of
murders or assaults guaranteeing a secure city space could be a prerequisite for the life and
work of its occupants, for the security of their rights and opportunities, for the successful
working of the economy, urban space, transport, and communication. Due to the subject of
the investigation embraced, the concept of creative and intelligent space of the city was
moreover analyzed. Creativity is about being able to generate new arrangements and
concepts. Concurring with the initial thought of smart cities, the smart space can be caught on
as a space in which data technologies are utilized as devices to progress their working (Jopek,
2019).

Insecurity also results in the loss of funds, thereby impeding sustainable development.
Literature acknowledges the relationship between security and the Smart City concept. The
two are presented as intertwined. for instance, acknowledges that both security and Smart
Cities are at the heart of sustainable development. Several examples are offered in regards to
how security relates to the Smart City concept and its sustainable development.
Acknowledges that the solution to security problems lies in smart technologies. In this regard,
the literature acknowledges the importance of security and justifies the need to further
research the subject. (Lohrmann, 2018). Nowadays, urban arranging and security work have
become closely entwined (Sjoberg & Nygren,2020). The concept of the secure city shows up
within the literature; however, this concept isn't analyzed as regularly as the smart city
concept. In a few distributions, the concept of the secure city is treated as one of the
frameworks that make up the smart city (Perboli, et al., 2020; Ristvej, et al., 2020).

In any case, a few analysts have concluded that this contracts the issue which it should
be extended. They contend that the secure city ought to be treated as comparable to the smart
city, with the two concepts being entwined. The secure city concept covers issues related to
the arrangement of civil security, property, the environment, and infrastructure. It ought to be
famous, in any case, that activities to make safe urban space, not as utilized advanced
technologies but too older arrangements that will demonstrate valuable (Ristvej, et al., 2020).



3.1 Smart City definitions

There are various definitions for a Smart City, Caragliu et al. (2009) have
characterized, a city is smart when investments in human and social capital and conventional
(Transport) and advanced (ICT) communication frameworks fuel maintainable financial
development and high quality of life, with wise administration of characteristic assets through
participatory governance. Moreover, Schaffers, et al. (2011) have characterized, a city may
be called "Smart" when investments in human and social capital and conventional and
advanced communication infrastructure fuel-economical financial development, and a tall
quality of life, with wise administration of normal assets through participatory governance.

The International Study on the Situation of ITC (2012) has reported that Smart City
could be a city that employments information and communications technology to form its
basic infrastructure, components, and utilities more intelligently and proficient, in this
manner making citizens more mindful of them. Moreover, the smart city is the system of
frameworks, and the presence of rising opportunities to present digital nervous frameworks,
intelligent responsiveness, and optimization at each level of framework integration. (MIT,
2013).

Smart cities combine assorted technologies to decrease their natural effect and offer
citizens way better lives. This is often not, in any case, basically a technical challenge.
Organizational alter in governments and undoubtedly society at large is fair as essential.
Making a city smart is hence a multi-disciplinary challenge, bringing together city authorities,
inventive providers, national and EU policymakers, academics, and civil society. (Smart
Cities and Communities, 2013). A city looking to address public issues through ICT-based
arrangements on the premise of a multi-stakeholder, municipally based organization
(Manville, et al.,2014). A smart city employments information and communications
technology to upgrade its livability, workability, and sustainability. (Smart Cities Readiness
Guide, 2015)

The United Nations Agencies (2016), however, have defined a Smart City as a
sustainable and innovative city that uses ICTs and other means to improve the quality of life
in urban areas and the efficiency of operations and competitiveness, without harming the
future progress in the city concerning social, environmental and economic wellness. (Rouse,
2018) has defined a Smart City as a municipality that utilizes information technology to
enhance operational efficiencies, share information with the public, and improve governance
and social welfare. From these definitions, a Smart City can be rightly defined as a new
technological approach that harnesses the technological potential to foster social, economic,
and environmental sustainability. This definition also fosters a possibility to argue that the
scopes of activities that make a Smart City are broad. The broadness and lack of standards
allow each urban community to develop different developmental models and label them as
Smart Cities.

The Smart City concept involves various application areas. considered that the most
important are: smart devices, smart environment, smart home, smart energy, smart building,
smart transportation, smart logistics, smart farming, smart security, smart health, smart
hospitality, and smart education. The initiatives of crime control are the focal of Smart City
initiatives. One promising crime control strategy is investing in surveillance technologies that
would enable timely detection of scenes and enable perpetrators to be arrested, victims to be
rescued, and forensic evidence to be collected (Figure 9, Appendix I, Lim, et al., 2018,
Hierarchical Structure of application areas related to Smart Cities)



3.2 Smart Cities Concept and Problem Facing.

Regularly, smart cities have objectives comparable to those of economical cities like
cities near port. The city can be considered sustainable, “if its conditions of production don't
annihilate over time the conditions of its reproduction” (Castells, 2000). Sustainable urban
advancement implies "achieving a balance between the development of the urban zones and
assurance of the environment with an eye to equity in income, business, shield, fundamental
services, social infrastructure, and transportation within the urban areas" (Huang, et al.,
2009). The European Commission Directorate Common for Territorial Policy, (2011),
propose that Urbanization not as it made space for living or working, but they too pick up an
intelligently and global measurement. We can presently watch advance towards economical
urban improvement, which isn't as it were due to dynamic urbanization, but moreover due to
developing crises in numerous regions of life. In practice, these exercises regularly target a
circular economy, green growth, or smart growth. Although the concepts of economical city
advancement take under consideration social, financial, and natural components, as it were
the last mentioned is treated as a need (Robinson & Cole, 2015). Hence, the concept is
frequently criticized as it were centering on lessening the negative effect of embraced
exercises on the common environment (Ahvenniemi, et al., 2017). In the meantime, arranging
city improvement requires a systemic approach that takes all aspects of its working under
consideration to a rise the degree (Hojer & Wangel, 2015). Such conceivable outcomes are
advertised by the smart city concept. Agreeing to the UN-Habitat Key Arrange (2020-2023),
Urbanization is right now one of the advanced world's major megatrends. It is a relentless and
irreversible preparation. Modern cities are centers for a network of financial associations.
Ours inquire about works with two concepts: Smart City and Secure City. The Smart City
itself was characterized in our work as the city, that by the interconnection with the Secure
City concept, and integration of technology and characteristic environment improves the
effectivity of forms in each field of the city working to attain feasible improvement, security,
and health of citizens in arrange to extend the living standard of citizens of the city and its
locale. (Ristvej , et al., 2020).

3.3 Smart security strategy.

Smart Cities utilize sensor advancement to construct up and look at information with a
conclusion objective to make strides the individual fulfillment for occupants. Sensors
accumulate data on everything from active time subtle elements to crime rates to in common
discuss quality. A complex and expensive foundation is locked in within the establishment
and support of these sensors. There are some questions like, how the sensors will be given
control supply? Will they work on solar energy or will they work on battery? What will
happen if control disappointment happens? In any critical city, there's a concordance between
individual fulfillment and interruption of security. Whereas everyone should appreciate a
continuously invaluable, serene, and good environment, no one should feel like they are
ceaselessly being watched by an "Elder sibling." Cameras presented at each city crossing
point may offer assistance debilitate crime; be that as it may, they can moreover present fear
and mental issues in well carried on inhabitants. Another significant concern is the degree of
data being assembled from all the adroit sensors occupants come into contact with each day.

Ristvej, et al. (2020) propose that the concept of the secure city ought to incorporate the
following components: intelligent security technologies for surveillance, look, detection, and
distinguishing proof; healthcare; significant information and centers for information



processing to manage the city’s cloud; methodology of exercises; informational and
cybernetic security; plan; intelligent technologies of crisis administration to support choice
making, provide early notices, and to screen and estimate crises and natural circumstances;
security components of person frameworks within the secure city; and centrally managed
technologies for police and integrated protect frameworks. The complexity of urban security
issues can moreover be seen within the number of factors that are taken under consideration
when making a record of secure cities. The list is based on 57 markers gathered into four
squares: digital security, infrastructure security, health security, and individual security. (Safe
City Index, 2021)

3.4 Smart Cities and policing

Policing styles are developing that depend on expository and or information-driven,
educated policing-related decision-making. By utilizing computerized investigation of mass
information on past crime, nearby environment, temperature, and other insignificant data,
state security substances can anticipate and anticipate wrongdoing. It ought to moreover be
famous that forecast strategies are not adequate for the capture of a suspect since they as it
delivered unpleasant gauges and probabilities of occasions within the future so this data must
be considered as only giving back for other more conventional police work shapes (Perry, et
al., 2013). A city can be depicted as smart where social, natural, and economic improvement
variables are adjusted and connected through degenerated forms to more proficiently oversee
key resources, assets, and urban streams for real-time forms (Yeh, 2017). Such utilization of
ICT for security and safety reasons has activated talk of the suggestions of huge information
investigation for policing and crime prevention. Despite the verifiable potential held by Big
Data for such purposes, certain center issues stay: The information is among other sources
created from racially one-sided police insights (Zavrsnik, 2018b), and "Big Data" is broad, in
this manner bringing with it the issues of appropriate analytics and information management
(Baig, et al., 2017; Mohammadi & Al-Fugaha, 2018).

The term Smart Cities by and large alludes to the utilization of technology-based
arrangements to upgrade the quality of life for citizens, progress interaction with government,
and advance economic improvement (Yahia, et al. 2019). Smart Cities are outlined around an
Information and Communication Technology (ICT) based foundation with the Internet of
Things (loT) empowered sensor technology to back social and urban inter-connectivity
through more prominent citizen interaction and government proficiency (Albino et al. 2015;
Yeh, 2017; Alter, 2019; Gupta, et al., 2019 b; Janssen, et al., 2019; Manfreda et al., 2019;
Lom & Pribyl, 2020; Mamonov & Koufaris, 2020). Whereas smart technology is by and by
utilized to anticipate and or to respond to (investigate, reply and sanitize) an occurrence
determined from human behavior, the most recent trend is moving emphatically within the
course of endeavors to adjust human behavior.

3.5 Intelligence Crime control strategy.

The technological arms race is well recognized by criminologists however is displayed
within the conventional sense of individuals utilizing devices, inactivity that disregards the
exceptionally dynamic nature of the innovations themselves. In hone, this implies the pace of
smart city advancement and smart policing depends on seen dangers instead of on their
genuine state (\Van Zoonen, 2016). societies are faced with a large number of security issues,
justifying the need for Smart Cities to continue thinking about ways to address the problem.



Increasing crime rates, especially where violence is involved, is a serious threat that society
must confront. Controllers and organizers of crime adjust and change their hones while
equipping up on modern equipment to out-move and crush their rivals. It is this variability
that drives the technological take-up inside security administrations and the criminal systems
they look to control (Ekblom, 2017).

There's, of course, a peril that the information produced by Smart City Technologies
and Services is capitalized by smart city governance. Here huge business, which is abusing
the information so amassed for commercial or indeed political purposes, is maybe indeed a
greater risk to our protection than police organizations, however, it is seldom seen as such
(Gali¢, 2018; Kandug¢, 2018; Zavrsnik, 2018a, 2018b). For instance, the National Institute of
Justice, (2019) documents incidences involving the use of guns during crimes. The document
reports that as many as 467321 people were victims of crimes perpetrated using a gun. It also
reveals that guns were used in perpetrating 68% of the murders, 41% of the robbery
incidences, and 21% of the aggravated assault in the United States. Overall, these alarming
statistics suggest that the crime problem is quite rampant, signaling the need for Smart Cities
to explore more ways to combat crimes.

4. Smart Security Integrated with Smart Cities.

The essential concept of the smart city is to induce the right data at the correct place on
the device at the right time to create the city related choice with ease and to encourage the
citizens in more speedy and fast ways. To create the 10T based smart city, we sent a few
remote and wired sensors, observation cameras, emergency buttons inroads, and other settled
devices.

4.1Smart Sensors Deployment.

The most challenge is to attain a smart city framework and connect smart system
created information at one place. We do this by putting the most data center connecting all
smart framework to have them at a central place. (Figure 10, in Appendix J, shows the
Sensors Deployment and smart framework sending in arrange to produce information
employing a central hub for building the smart city). In arrange to urge Real-time city
information, we proposed to send numerous sensors at diverse places to realize smart homes,
smart parking, weather and water systems, vehicular traffic, environment population and
surveillance system. These frameworks are used by the authorities to create clever choices
based on the real-time information to set up the smart city. ‘Smart Homes’ have been a
dynamic specialized investigation zone for decades. These systems are used with the
technological improvement of the living environment in arrange to offer back to occupants
and progress their quality of life. (Balasubramanian, & Cellatoglu, 2008)

Smart Cities has been created to make a stronger maintainable and cost productive
urban environment. The thought has picked up energy with the realization that megacities
will have challenges such as make maintainable and cost effective situations, improvement of
life quality for the citizens and being able to handle non static concepts over time. The
domestic is continuously observed by sending information created from the sensors, e.g., the
smoke and temperature to identify a fire in real-time, the power and gas utilization to
successfully oversee the control, gas, and water utilization to the houses and distinctive
regions of the city. Smart parking makes a difference in overseeing the vehicles coming and
going out of diverse car parking zones. Weather and water framework gives the climate-

10



related information like temperature, rain, humidity, weight, wind speed, and water levels at
waterways, lakes, dams, and other stores. Within the world, most of the surges happen due to
rain and so also a few by snow dissolving and dam breakage. The new ruling shape of
communication, M2M includes the challenge to form the loTs context-aware, brilliantly, and
able to communicate through IP, and combining them into a distributed framework for future
smart homes and smart cities. (Commision of the EC, 2009). Vehicular traffic data is the
foremost critical source of a smart city. Through this sort of information source and with
valuable real-time examination the citizen and as well the government can get more benefits.
In smart city framework, it getting the activity data by GPRS, vehicular sensors, as well as
the sensors set on the front screen of the car. Additionally, in case any accident happens, the
front screen will be harmed and the sensor will send the alarm to the police, traffic specialists,
and clinic. Besides, a city can never be smart with unfortunate citizens. Hence, whereas
planning a smart city, we put a partitioned module to urge natural information which
incorporates gasses data such as specific metals, carbon monoxide sulfur dioxide, ozone, and
clamor as well. The citizens are alerted when any of the poisonous gas is more within the air.

4.2Smart security on Real Time.

The foremost critical thing for the individuals of the smart city is the security concerns.
Security is accomplished by the proposed framework by continuously observing the video of
the entire city. In any case, it is exceptionally difficult to analyze all city recordings and
distinguish any disaster from anybody in real time by the framework. To overcome this
restriction, we propose modern scenarios, which increment the security of the framework of
the total city. We put different emergency buttons counting amplifiers at distinctive places of
the city with surveillance cameras. When any incident happens with anybody like theft, car
stolen, etc. He can just thrust the crisis button at any close place, and it'll send the message to
the closest police station, etc. In this way, the police or security offices can begin observing
the adjacent areas through observation cameras and can rapidly find the faker The loT
innovation coordinating the Web into a large number of things. In this way, commonly
known objects. will be prepared with a few level of Internet-addressable Al, setting
mindfulness, and communication highlights. Based on these technologies 10T’s will give a
few levels of pseudo intelligence depending on their preparing capability and expended
power restriction. (Liu & Tong, 2010).The 10T’s contained within the smart homes capture
relevant data that describes the continuous exercises. By utilizing manufactured intelligence
to analyze the given data the smart homes are able to memorize the user’s behavior and offer
modern services agreeing to our inclinations. A part of the investigation is required in this
zone. ( Commision of the EC, 2009)

4.3 Challenges and Safe Communication Technologies.

The CoT innovation could be an imperative player since it handles the gigantic sum of
data produces by IoT devices. In basic terms, a CoT could be a pool of assets and calculation
capabilities interconnected by the Web. For smart cities combining loT and CoT is
significant, as this permits loT information to be handled and stored. (Yamazaki, 2006). The
IoT devices show challenges as they got to communicate with each other (M2M
communication); they have to communicate with the cloud administrations which collect Big
data, and they got to prepare complex information utilizing Al. To handle these challenges
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counting the gigantic sum of information included, 5G technologies are required. A detailed
outline of this framework and its 5G communication concept is provided in (Figure 11 and
figure 12, in Appendix K, shows the suggested ICT-based infrastructure and its four layers).
Centering on an “loT" device it includes an “intelligent core” and an “M2M” communication
interface. The “intelligent core” may be a resource-constrained gadget that gives Al handling
capability and an “M2M” interface that handles 5 G-based 10T communication. Hence, the
communicating 10Ts, the smart domestic servers, and the cloud administrations constitute a
“ubiquitous network” which offers “ubiquitous connectivity’s”. The recommended
framework incorporates a number genuine of challenges in communication technologies,
security, privacy, costs, ease of use, and client inclusion. Assembly these challenges, in any
case, can start the smart city as a motor of change and a generator of arrangements. The
ensnared smart homes give a stage for modern associated services based on numerous sensors
which can track movement, temperature, air quality, vibration, sound, and other sorts of
exercises. A host of modern ISHSC services are likely to rise in regions as environment,
vitality, and water; government, organization, and public security; traffic and social programs
and healthcare. Within the environment, energy and water possibilities for mechanized
dealing with and adjustment of the asset planning are opened counting asset planning
advertising, e.g., coordination of power providers and customers. This progresses the
reliability, efficiency, economics, and maintainability of generation and dispersion.
Moreover, sustainable assets like water, solar-based heating, wastewater, and power
generation systems can be facilitated to supply nearby and worldwide reserve funds. In
government, organization, and open security services separated from the refinement of
ordinary e-government, e.g., a framework may be advertised where charges are specifically
related to the asset utilization and the observed pollution level by utilizing the collected Big
data that are spared on the cloud servers. Intelligent Traffic Systems (ITS) may be taken to a
modern level by combining real-time traffic data and client needs/requests for transportation
to control traffic and offer Transportation.

4.4 Smart Cities as an Image of a safe location for Business life

The Smart Cities Infrastructure utilizes sensor advancement to construct up and look at
information with a conclusion objective to make strides the individual fulfillment for
occupants. Sensors accumulate data on everything from active time subtle elements to crime
rates to in common discuss quality. A complex and expensive foundation is locked in within
the establishment and support of these sensors. There are some questions like, how the
sensors will be given control supply? Will they work on solar energy or will they be working
on batteries? What will happen if control disappointment happens? As demonstrated, Smart
Cities store up colossal volumes of information and the opening up of this information for
application makes diverse, authentic security concerns (Van Zoonen, 2016; Talari, et al.,
2017; Gali¢, 2018; Kandu¢, 2018; Zavrsnik, 2018b). Smart technologies grant individuals a
certain degree of relaxation in return for lower security. The concern isn't fair that the
government will use the technology to spy on people, but the technologies and information
can too be hacked by criminals (Baig, et al., 2017) for utilize in a cluster of criminal acts or
abused by businesses (Gali¢, 2018; Kandu¢, 2018; Zavrsnik, 2018a). The last-mentioned
might happen intentioned or inadvertently as the disaster of Amazon's Reverberate
framework uncovered when the system wrongly recorded and made private discussions open
(Chokshi, 2018).

It is very important to utilize the technology for making a more secure urban
environment seem to surrender indirect benefits that are not captured in difficult

12



measurements. Smart Cities that depend on security, technological measures, and advanced
policies to combat crime, as well as smart surveillance and streetlights and cyber tracking of
breaks can prevent crime; inhabitants in more perilous cities can take back their lanes and
make full utilization of open spaces they once maintained a strategic distance from. The picks
up are more intangible: the opportunity for development, opportunity from fear, and peace of
intellect. Over time, more secure communities are way better able to pull in unused
inhabitants and business, on the other hand, indeed the recognition that a city is hazardous
can hurt its economic prospects. Tourism may take a hit if a crime spike gets universal media
scope, but it may climb in case a city gets crime beneath control and wins notoriety as a
secure put to visit. (Bughin et al, 2018).

5. CONCLUSION.

In conclusion that it is secure to anticipate that Smart City Technologies and Services
(SCTS) raise extraordinary concerns over personal security, they will still be utilized in
empowering urban advancement. Their possibilities for making strides within the quality of
life, worldwide commerce, the economy, attraction tourism and persuade and the
environment are removed as well promising, which is why "Smart Cities" have finished up a
course of action framework recognized on the all-inclusive level and an objective of various
national methodologies.

The first light of the 5G network presents the opportunity for the improvement and

execution of technologies that hold the potential to address numerous of the current
boundaries to the conveyance of specialist eye care to the worldwide populace. The
technologies created may play a key part intending to current challenges, counting holding up
times, costs related with care, social suitability, geographic populace, and specialist
dispersion. The recommended ISHSC framework is based on a four-layer demonstrate
consolidating developing progress in 5G frameworks, Internet of Things, Clouds of Things,
and Progressed Artificial Intelligence. It supports the snared associations between citizens,
smart homes, and smart cities. This framework offers numerous preferences and new benefit
possibilities. Able to interconnect the Internet of Things within the person smart homes in a
cleverly way by sending Al, it scales well and offers simple adjustment to new technology
and services such as smart networks, and the smart city Cloud of Things offers the possibility
to centralizing distributed information into some big-data storages by sending modern
combined smart home and smart city services.
These potential improvements presuppose arrangements to a push of socio-technological
challenges counting different zones such as 5G communication technologies, dispersed Al,
CoT-based services, security, belief, and privacy. Arrangements to these will require gigantic
investigation efforts utilizing inventive standards, techniques, and strategies. The laid out
framework is inherently a user-centric framework that will give a stage for a new eco-system
based on modern socio-economic structures.

The smart city includes a major effect on the country’s economy. A solid and smart city
framework helps in taking fast and clever choices. This paper centers on the execution of the
smart city by the utilize of the loT-based smart framework. Different smart systems are
utilized to urge real-time city information to create a decision. The ecosystem is utilized to
handle Big Data created by all the smart frameworks conveyed within the city. The
Framework is essentially actualized and tried on genuine information. Within the future, we
are arranging the real sending of all Smart frameworks, testing the precision of the
framework, considering security issues. There are millions of associations and trillion bits of
data within the following systems. Hence, we require millions of input/output ports, high-
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speed joins, high capacity storage, and effective equipment within another system. They all
demonstrated that 5G is able to support the following necessities and may be well suited for
next-generation systems.
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APPENDIXES

APPENDIX A: The Projections of Urban Populous Areas by the Year 2050

UN finds more than half of people now live in cities

More than half of the global population currently lives in urban areas, with that proportion projected
to reach two-thirds by 2050, according to the UN World Urbanization Prospects report
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APPENDIX B: The volume of M2M traffic approaches 5013 petabytes by 2019.
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Figure 2:Mobile Estimation. (Report ITU- Report M.2370-0 , July 2015)
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APPENDIX C: Distinctive scenarios of intelligent transportation (IT).

Nt

@ M2M interactions. ®) Smart vehicle. (c) V2X.

Figure 3. Intelligent transportation (V2X). (Maeder, A., 2011)

Figure 3 appears distinctive scenarios of intelligent transportation (IT). (a) portrays that how
vehicle speeds and ways are observed. (b) portrays a smart vehicle that's able to
transmit/receive video spilling on the display and creates real-time alarms for security and
controlling the vehicles. (c) appears that the vehicle may alter the way /speed agreeing
to the bumpy street. Signals trade between vehicle and vehicle/station/passengers.
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APPENDIX D: The double network permits the macro-cellular arrangement to
act as the control plane and the little cells to act as the client plane.
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nerwork.

Macro Cell
L il Sumall Cell
neimrk
Samalt ol
m

Figure 4 : Schematic permits clients to connect to two systems at the same time (Authority
ACMA, 2016)
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APPENDIX E: The broad array of the underlying relationship between *'Smart Cities"" and different policing
forms
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Figure 5: This figure shows the broad array of the underlying relationship between "Smart
Cities" and different policing forms

Figure 5 appears to demonstrate of relationships between "Smart Cities", policing, criminal
intelligence, and criminal investigation. Technologies that back smart city capacities
empower more compelling and proficient information management in governing political,
economic, infrastructure, and social divisions. The data created by "Smart Cities" is usable
in all ranges related to open security arrangements, conjointly for diverse sorts of policing.
The demonstration reflects that "Smart City" information management can bolster the
development of smart policing. Whereas the over figure appears the relationship between
distinctive performing artists and capacities that (or at slightest should) work together to
supply security, the technologies that (seem) give information and back policing exercises
take numerous distinctive forms.

23



APPENDIX F: The potential affect related with each safe application.

Safety B security [ Mobiity [ Energy

City 1 City 2 City 3

Low baseline fatalities, High baseline fatalities, High baseline fatalties,
low share from traffic; high share from fraffic; medium share from
concentrated crime; rapid dispersed crime; medium traffic; concentrated
emergency response emergency response (eg, crime; slow emergency
(eq, New York City) Rio de Janeiro) response (eq, Lagos)

Fatalities
% decrease in addressed fatalities' by application®

Gunshot detection
Predictive policing
Real-time crime mapping

Perscnal alert applications
Data-driven

building inspections

E-hailing (private and pooled)

Congestion pricing

Intelligent traffic signals
Crime incidents?

% decrease in incidents by application?

Predictive policing 9.7 144
Home security systems 96 138
Real-time crime mapping 8.5 13.4
Smart surveillance 54 56

Personal alert applications 4.3 49

Smart streetlights 4.3 56
Emergency response
% decrease in average emergency response time by application?

Emergency response

Uit 152
optimization

205
Personal alert devices
Smart surveillance
Real-time crime mapping
Gunshot detection

Home security systems

Intelligent traffic signals?

é Eﬁ%ﬁ%ﬂfﬁﬁ%ﬁzﬁﬂc&?s and fire deaths cnly.

4 Inchudes emergency vehicke preemption technology.

SOURCE: Mckinsey Global Institute: analysis
Figure 6: This figure shows the potential affect related with each safe application. Be that as
it may, it is vital to note that open safety is a range where information is rare. More difficult
prove based on genuine world encounter in differing urban settings is required.
Figure 6 appears to demonstrate the discoveries appear that conveying a run of shrewd
innovations may offer assistance to decrease fatalities by 8-10 percent and lower wrongdoing
episodes by 30-40 percent. In a city with five million tenants and a tall wrongdoing rate, this
will interpret into as numerous as 300 lives spared per year. By optimizing crisis call
dispatching and synchronizing activity lights for crisis vehicles, cities can cut crisis reaction
times by 20-35 percent. The potential affect related with each application, it is imperative to
note that open security is range where information is rare. More difficult prove based on

genuine world experience in differing urban settings is needed.
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APPENDIX G: Smart surveillance and prescient policing.

Rollout status of safety and security applications
Number of cities (out of 50)

Safety and

security
applications

B Scaled [ Piloted/moderate rollout Very low rollout or not available
mapping
warning systems
optimization
Crowd management 16 - 28
Home security

30

systems
applications
Gunshot detection l 42
Data-driven building l a4
inspections

SOURCE: McKinsey Global Institute analysis

Figure 7: This figure shows whereas smart surveillance and prescient policing have been at
slightest guided in most cities, gunshot location and data-driven building reviews are less

prevalent.

Figure 7 appears to demonstrate the Cities within the creating world for the most part lag
behind wealthier cities within the number of applications actualized in most spaces. But since
numerous of them have tall rates of rough crime, security applications have vaulted to the
beat of the need list. Cities such as Rio and Cape Town are within the vanguard of those
executing security and security applications. At slightest a few fundamental frame of
wrongdoing mapping is presently a standard include for police departments all over the

world.
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APPENDIX H: The five benefits most frequently identified by responding communities

How important are each of the following benefits in motivating your local
government to implement or expand the use of smart city technologies?

(Check one box for each row.)
Economic development
Capitalloperational cost savings
Resiliency for critical operations

Enhanced services for residents

Safety and security benefits

0% 10% 2% 30% 40% 50% 60 70% O60% 90% 100%
m Very Important m Impartant Moderately Important
W Less Important m Mot Important

Figure 8: The five benefits most frequently identified by responding communities(ICMA, 2016)
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APPENDIX I: Hierarchical Structure of Application Areas Related to ""Smart Cities"'

Smart cities
i | l | | | | | | |
Smart Smart Smart Smart Smart Smart Smart Smart Smart Smart
energy transport logistics health farming building home security hospitality education
l | l | | | | I | |
Smart environments Smart devices

| |

Local
government
and companies

Local Citizens and
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Figure 9. Hierarchical Structure of application areas related to Smart Cities/ Source: (Lim et
al., 2018).
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APPENDIX J: Sensors Deployment in the smart city
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Fig. 10. Sensors Deployment.
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APPENDIX K: The suggested ICT-based infrastructure and its four layers

Smart city

Cloud of Thlngs
5G - technnlngy
Smart homes
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/[ DS\

Fig. 11. outlines the proposed components within the ISHSC framework. At layer 1 (the
bottom layer) it contains a collection of 10T’s which are specifically interatomic with the
clients. Relevant data from these is collected within the smart home frameworks which learn
and anticipate the user’s behavior and inclinations (layer 2). Based on this they offer services
such as brilliantly lighting, heating, security, and excitement to its clients. The smart home
administrations are controlled and prepared by its distributed AAI framework. By combining
these AAI frameworks, utilizing 5G communication and the Internet and the Cot innovations

(layer 3), a smart city ICT-based framework is made (layer 4).
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Fig. 12. 5G communication concept foril_SﬂSiC (based on a presentation by Ramjee Prasad

GISFI, Bangalore Dec 2012)
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