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“Abstract”

This research paper explores the potential use of artificial intelligence (Al) to improve blockchain
education, and to address security risks and transaction monitoring associated with cryptocurrency
integration. It highlights the need for practical skills and situational competencies, in addition to
theoretical familiarity, in educational programmes. Furthermore, the paper discusses the opportunities
and challenges of using Al to enhance blockchain education and strengthen security. It also proposes
pragmatic recommendations for educators and academic institutions to bridge the gap between theory
and practice. The literature review highlights the gaps in current approaches to blockchain education,
and the potential of Al-based transaction monitoring techniques to prevent fraud in decentralised
environments.
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1 Introduction

This paper explores potential applications of artificial intelligence (Al) to improve blockchain education,
with a focus on addressing security risks and transaction monitoring needs arising from cryptocurrency
integration. The decentralised and pseudo-anonymous nature of most blockchain architectures,
combined with the rise of cryptocurrencies, presents new challenges, including risks related to money
laundering, fraud, hacking and other financial crimes that exploit the limited transparency and oversight
inherent in these structures (Liu et al., 2020).

As the adoption of blockchain technology accelerates in finance, government, healthcare, and other
sectors, educational programmes are responding by incorporating more conceptual foundations on topics
such as distributed ledgers, consensus protocols, smart contracts, decentralised applications, wallets, and
cryptography (Nugent et al., 2016). However, there remain persistent gaps between the dynamic pace of
innovation and the responsiveness of pedagogical approaches (Oke and Fernandes, 2020). Current
curricula tend to focus on lectures, readings, videos and tests that emphasise building students'
theoretical familiarity at the expense of developing the practical skills and situational competencies
required by industry (Alexander et al., 2017). Graduates often lack the practical skills to develop,
manage, integrate, and troubleshoot blockchain systems to the standards required in real-world work
environments.
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It is clear from the literature that Al offers significant potential opportunities to enhance blockchain
education if implemented thoughtfully and to strengthen security, particularly in the areas of transaction
monitoring, verification and protection (Cronin and MacLaren, 2018). Advanced algorithms and
automation can enable more sophisticated detection of suspicious patterns of encrypted flows across
decentralised networks, and help enforce compliance through smart contract rules encoded directly into
blockchain architectures (Hassan et al., 2022). However, given the risks posed by opaque Al systems,
maintaining human oversight and ethics is critical.

The paper is structured around several core sections. First, the introductory background provides a
framework for the research focus, domains and objectives. Next, a literature review provides a
contextual basis for prevailing approaches to blockchain education and the security risks posed by
cryptocurrency integration. This grounds the study within current academic discourse and perspectives.
Details of the pragmatic qualitative methodology follow, including the rationale for the thematic analysis
of secondary sources. The results of the literature analysis highlight key themes related to pedagogical
gaps, technological risks and potential Al applications. In response, pragmatic recommendations are
proposed for educators, academic institutions, and industry partners in the areas of curricula, teaching
practices, funding, regulatory policy, and collaborative initiatives. Finally, the conclusion summarises
the findings, discusses limitations, and identifies spaces for additional research to further advance
understanding of optimal practices and policies at the intersection of blockchain, Al, security, and
professional education.

By exploring these spaces, this study aims to highlight current limitations in blockchain education while
proposing initial scaffolding to bridge theory and practice. As rapid digital transformation impacts
finance and other industries, developing dynamic learning systems and fostering collaborative
leadership between academia and industry partners is essential to equip graduates with the
interdisciplinary knowledge, critical thinking skills, and ethical orientation needed to harness the risks
and opportunities of blockchain.

2 Literature Review

This literature review examines the dominant approaches to blockchain education, while summarising
the key security risks posed by cryptocurrency integration. It highlights the emerging potential of Al-
assisted transaction monitoring technigques to enhance financial oversight and fraud prevention in
decentralised environments. This provides an academic foundation to contextualise the study's
examination of strategies to enhance blockchain capability development through the use of Al.

2.1 Current approaches to blockchain education

As the adoption of blockchain technology accelerates across industries, the integration of related topics
into university curricula is expanding in parallel in many business, technology, engineering and
computer science programmes worldwide (How and Cheah, 2023). However, gaps remain between the
rapid pace of innovation and the ability of educational institutions to equip students with dynamic skills
tailored to industry needs (Sahin and Celikkan, 2020). Pedagogical approaches prioritise lectures,
readings, videos and tests that focus on building theoretical familiarity with basic blockchain concepts.
Common topics include distributed ledgers, hashes, blocks, mining, wallets, consensus protocols, smart
contracts, and decentralised applications (Antal et al., 2021; Sharma et al., 2022). Students will gain a
basic understanding of the technical components that underpin blockchain-based systems. However,
opportunities to apply this knowledge through practical exercises, collaborative projects, case studies
and simulations remain limited in most traditional curricula.
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According to recent research, this theoretical focus does not provide learners with sufficient
contextualisation or experiential competence development based on real-world practices, tools, and
problem solving (Darling-Hammond et al., 2020). As graduates transition into workplace roles, many
lack the practical skills to design, implement, integrate, manage, or debug complex blockchain solutions
to rigorous industry standards (Sahin and Celikkan, 2020; Fu et al., 2018). Employers report that new
hires, even from top programmes, struggle to translate conceptual knowledge into situated applications
tailored to dynamic project needs.

In response, scholars call for a better balance between the teaching of basic skills and the application of
contextual knowledge, especially in the current era of curriculum design and pedagogy (Shahjahan et
al., 2022). In this context, more project-based learning, hackathons, simulations, and design exercises
will expose learners to the most common workplace challenges and provide practical solutions from a
complex problem-solving perspective. Case studies and industry projects are designed to provide this
kind of context and cognitive bridge, among other means. Another promising partnership paradigm is
the alignment of content delivery with concrete expectations and workflows, whether through adjunct
faculty, internships, mentors, or capstone projects.

Some universities have begun to see the labour market as a unique need to initiate entirely new degree
programmes, which is central to blockchain. This is another argument for such programmes to remain a
much specialised offering at a few universities, rather than a general part of the course offering. Today,
they are further complemented by the emergence of other types of flexible massive open online courses
(MOOCs), which provide modular access to knowledge on blockchain. Such a best practice of their
sequencing and scaffolding into coherent curricula - from resource development to career-relevant
competencies - is maturing and will strengthen over time (Hassan et al., 2022). Despite the fact that
MOOCs democratise knowledge, such training places additional demands on most learners, who require
intensive technical training to practice these skills.

2.2 Security risks in integrating cryptocurrencies

The mainstreaming of financial systems towards cryptocurrencies based on public blockchain
architectures is likely to bring great benefits, but also large security vulnerabilities and regulatory risks
that pose challenging technical and governance issues (Bhushan et al., 2020; De Filippi et al., 2020). In
other words, the presence of transparency constraints and the decentralised nature of the distributed
ledger create risks and instabilities different from those of traditional central intermediaries in finance
(Liu et al., 2020). Ongoing regulatory gaps, which leave most cryptocurrencies well beyond the scope
of know-your-customer (KYC) and other established prudential controls in traditional finance, only
exacerbate the situation.

Several recurring risks permeate the current discourse on cryptocurrency integration and adoption. First,
the pseudo-anonymity and privacy afforded by most blockchain systems facilitates money laundering
on a significant scale by obscuring the origins and pathways of transactions (McCord et al., 2022).
Related risks highlighted in the literature include terrorist financing and weapons proliferation through
clandestine cross-border exchanges that circumvent jurisdictional controls and reporting requirements
(Schmidt, 2021). Tax evasion also persists through the avoidance of reporting that is otherwise required
for traditional assets.

Furthermore, the cryptocurrency environment remains highly vulnerable to large-scale hacking, fraud
and theft. Liu et al. (2020) tracked numerous exchange hacks that resulted in billions in losses between
2013 and 2019 due to a combination of technical vulnerabilities, inadequate security protocols, and
limited investor protections. Without centralised authorities, it is extremely difficult to pursue
investigations and recover from incidents. Market manipulation through pump-and-dump schemes
coordinated through social media channels also thrives amid minimal governance, oversight, and
financial controls compared to traditional equity and commodity markets overseen by regulators (Gazi,
2021). Inadequate safeguards expose new retail investors to unnecessary risks.
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In addition, Bansod and Ragha (2022) highlight the disproportionate use of cryptocurrencies by criminal
enterprises and illicit underground markets, which exploit pseudo-anonymity mechanisms such as coin-
mixing and privacy-enhanced coins, such as Monero, designed to hide transaction details. While most
activity may be legitimate, the inherent limitations of transparency make monitoring and investigation
more difficult, facilitating illicit exploitation. While innovating beyond traditional models,
cryptocurrencies introduce security and regulatory complexities unlike any previous financial system.
The main challenge stems from decentralised, cross-border transaction flows that do not rely on
centralised intermediaries for governance, oversight and control (Liu et al., 2020). Mature regulations
and compliance mechanisms common to mainstream banking and finance are not directly transferable
to this paradigm (Anagnostopoulos, 2018). Preventing exploitation will require sophisticated solutions
that are explicitly tailored to decentralised environments. Education, once again, emerges as having a
critical role to play in developing professionals with the interdisciplinary fluency to responsibly navigate
this high-risk landscape.

2.3 Role of transaction monitoring in fraud detection and prevention

Transaction monitoring is one of the main techniques used by financial institutions to analyse internal
networks for indicators of potential misconduct requiring intervention, including money laundering,
terrorist financing, fraud, tax evasion and other illicit activities (Roszkowska, 2021). By closely tracking
and analysing data flows between accounts, wallets, applications and partners over time, suspicious
behaviour and activity can be identified and flagged for further investigation (Sun et al., 2022). From a
different perspective, Sarker et al. (2024) argue that consistent a priori definition of comprehensive
indicators is proving challenging, and traditional rules-based monitoring systems are limited in their
ability to adapt to unknown emergent exploitation techniques.

In response, artificial intelligence and machine learning are being rapidly adopted to enable more
sophisticated transaction monitoring capable of learning to detect previously unseen patterns of abuse
(King, 2020). Advanced neural networks can model basic user and system behaviour to identify
statistical anomalies and outliers that indicate misconduct. Dimolianis (2022) argues that, unlike static
rules-based protocols, intelligent solutions update detection protocols in real time by incorporating new
data and behaviours. With continuous tuning, machine learning algorithms adaptively improve
monitoring accuracy over time and minimise false positives. This provides fraud monitoring
professionals, compliance officers and investigators with targeted alerts that warrant additional scrutiny,
rather than overwhelming volumes of unactionable noise.

Automation in smart contract analytics, coupled with Al-based monitoring, integrates them to enhance
oversight capabilities in a blockchain environment (King, 2020). The article by Garriga et al. (2021)
summarises that the code automatically requires registrations, permissions and other types of constraints
that are mapped to real-world identities and entities in cryptocurrency and blockchain networks. This,
in turn, facilitates automated interventions that are enforced in real time and integrated directly into
transactions, thus eliminating an over-reliance on deductive human analysis performed after the fact
(Witt et al., 2019). Consequently, the combination of these tools provides state-of-the-art high-risk
monitoring, with advanced alerts and pre-configured controls specifically tailored to the
characteristically high risks of pseudonymous cryptocurrency networks.

Ensuring that there is still a reasonable form of transparency around Al systems and human oversight is
necessary due to some of the inherent limitations of the technology, to avoid it becoming a Frankenstein
creator that overreaches or shows bias (Bagaric et al., 2021). Further research is needed to develop best
practices that balance automation, security and ethics across applications. But thoughtfully
implemented, Al and smart contracts could provide a mechanism to import elements of governance and
oversight necessary for the legitimate integration of cryptocurrencies into mainstream finance. Again,
education emerges as a top priority to ensure professionals with the skills and moral character to
responsibly operationalise such emerging tools.
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Even in the contemporary literature, the gaps in blockchain pedagogy in the development of basic
understanding and practical skills remain. These new critical security vulnerabilities come with the
addition of cryptos, Al and smart contracts, which offer potential improvements in terms of oversight
and security assurance if used transparently. These new perspectives provide an academic basis for
exploring how blockchain education could be improved through Al, applied where appropriate.

3 Research Methodology

This research uses a qualitative method with a pragmatic research philosophy and thematic analysis of
academic literature on blockchain education strategies and cryptocurrency risks. These particular
methods do not pretend to be generalisable inferential statistics or causal hypotheses derived from
quantitative techniques (Tracy, 2019). As blockchain is a complex, emergent phenomenon, flexible
approaches to exploratory research best characterise this rapidly evolving field, where insights are
tentative and drawn from best practices that are still coalescing from different scientific disciplines and
their reflective communities (Yeung, 2021).

The thematic analysis involves an organised way of recognising reference points and structures placed
throughout data collection to carry out qualitative source synthesis (Braun and Clarke, 2012). It consists
of multi-step passes of coding and annotating text excerpts to classify segments based on shared
meaning. These codes are further consolidated iteratively into salient themes abstracting higher-level
patterns and relationships. Resulting themes then consolidate findings focused on gaps in prevailing
blockchain pedagogy approaches, risks introduced by cryptocurrencies, and potential Al applications
warranting consideration.

However, this study is oriented through the lens of pragmatist interpretivism, leading to drawing
practical insights into the proposed research applicable by educational institutions, faculty, industry,
and, thus, the researchers alike. They draw from research on blockchain in education and cryptocurrency
risks based solely on secondary sources, particularly academic journals and industrial reports of existing
peer-reviewed studies. The researcher could have gathered primary data from interviews, focus groups,
surveys, or observations with students, instructors, and practitioners that might have augmented the
proposed analysis by Wiggins et al. (2017) with more experiential perspectives. However, time and
feasibility constraints held him back from moving to the next level. Hence, the current work remains
secondary research. To initiate academic rigour, purposive sampling was used in conjunction with
initially searching highly reputable peer-reviewed journals, forming the base for the literature on
blockchain education.

Global Journal of Business and Integral Security 5



Helou / Leveraging Artificial Intelligence to Improve Blockchain Education

Firstly, the pragmatic exploratory approach allows for the kind of flexibility that should be brought to
bear on how this rapidly changing area is explored, as best practice continues to coalesce among many
different stakeholders. Any prescriptive or definitive findings are therefore kept in check, and this view
should be seen more as a basic framework that will move the discourse forward and act as a real catalyst
for generating change. As Omér and Lien (2022) suggest, further mixed-methods research should be
conducted in the future, based on omnibus primary data collection at this early stage, as blockchain
technology, associated risks, educational practices and labour needs mature over the next decade or so.

However, there is a need to work in a reasoned way on provisional foundations in the interim period of
the literature that is still dominated by secondary literature. The methodology ensures sufficient balance
in terms of what is feasible by academic standards within the limitations of the exploratory research
investigation. This is useful in synthesising key themes and insights to guide applied recommendations
on how to enhance thoughtful pedagogy in blockchain using tools such as Al, which was previously
identified as a critical foundational practice (Erickson et al., 2013). However, technologies that study
different systems, risks, educational systems and associated risks, among others, will be essential for
this ongoing mixed methods research to evolve.

4 Results and Findings

A thematic analysis of the literature revealed several key findings regarding the current limitations of
blockchain education approaches, the risks posed by cryptocurrencies, and the potential applications of
Al and smart contracts. Most programmes emphasise theoretical knowledge through lectures, readings,
videos and tests, without sufficient practical projects, simulations or collaborative exercises to develop
contextual competencies. Students gain a basic understanding, but lack opportunities to apply concepts
through situated learning. These risks can have different security dimensions, such as money laundering,
tax evasion, hacking, fraud, exploitation by criminals and, not least, manipulation. It is this total
composition of transparency, together with anonymity, lack of supervision and decentralisation that
distinguishes it from the conventional finance class. Transparency has its limits in terms of vulnerability
to systemic vision, when the very fact of limited transparency leads to incredibly loose security and lack
of accountability mechanisms. All of this takes place in a decentralised architecture with the need for
sophisticated precautions.

Al, with its advanced behavioural modelling, can dynamically determine suspicion, which is an
indispensable indicator of any misconduct. Machine learning can find patterns of exploitation that were
previously unknown to humans or closed to detection by rule-based systems. Smart contracts can be
implemented by directly scripting KYC and AML controls into self-executing decentralised applications
through automated verifications and permissions mapped to real-world identities.

Al combined with smart contracts can enable such real-time monitoring, risk assessment, alerts and
automated intervention at the level of a pseudonymous cross-border cryptocurrency transaction.
However, fair conduct and appropriate transparency will become an indispensable issue, requiring
assurance for one reason only - that automation does not take over the process designed and developed,
making it too invasive or introducing bias or other unintended forms of harm to the attractiveness of the
solution. There is still a need for more in-depth research to find the best practices.

In summary, while conceptual knowledge is still very important, current pedagogy calls for a significant
increase in simulations, labs, workshops and collaborative projects to develop situational competencies
through applied learning. Cryptocurrencies pose significant systemic security vulnerabilities alongside
traditional centralised financial paradigms. However, Al, thoughtfully applied and working on smart
contracts, shows the ability to reduce risks at an advanced level of behavioural monitoring and
automatically tailored protection. This remains the most important criterion for keeping Al systems
ethically correct and under control.
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5 Recommendations

This section proposes an integrative, Al-driven framework with pragmatic recommendations to improve
blockchain education and security through expanded applied learning and ethical automation:

5.1 Curricula

¢ Increase intensive hands-on labs, workshops, hackathons and collaborative projects to complement
conceptual foundations with experiential skills development based on real-world practices.

e Develop dedicated smart contract courses that implement compliance rules such as KYC into
executable decentralised applications to strengthen safeguards.

e Require ethics and philosophy modules focused on cultivating accountability in the use of powerful
emerging technologies like Al and blockchain.

5.2 Pedagogy

e Provide extensive faculty training in the facilitation of immersive simulations, design sprints, and
adaptive case-based learning to continuously engage students in applied problem solving.

e Encourage the development of original contextual learning activities and assessments through
grants, release time and support teams for interdisciplinary collaboration.

¢ Maintain small seminar courses based on discussion, debate, reflection and peer learning alongside
project delivery.

5.3 Technology & resources

e Develop blockchain sandbox environments tailored for educational use, enabling iterative
experimentation by students with modelled risks, tools and data for applied learning.

e Provide access to datasets and platforms that enable hands-on development of Al behavioural
models for financial crime detection in sample transaction datasets.

e Pursue public-private partnerships with technology companies to provide flexible, enterprise-grade
platforms and software to support experiential learning.

54 Policy & governance

e Implement consistent standards, templates and processes for forming industry partnerships,
balancing agile collaboration with necessary oversight.

e Encourage the development of non-credit professional development programmes through
continuing education units and certifications to increase accessibility.

e Encourage consortia and communities of practice among institutions and partners to rapidly
disseminate effective pedagogical innovations.

55 Culture & incentives

e Recognising teaching excellence in experiential and applied learning alongside research and
publication in recruitment, tenure and promotion policies.

¢ Embed education departments in cross-disciplinary research centres focused on core technologies
such as blockchain, Al and cybersecurity to strengthen the links between research and teaching.

e Provide release time and summer salary support for faculty to develop novel contextual learning
activities and partnerships.
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6 Conclusion and Future Research

The paper has synthesised the relevant academic literature using thematic analysis, and has been able to
identify clear gaps that are lacking in the practical development of blockchain competencies within the
prevailing paradigms of business education. However, an extensive focus on theoretical applications,
consolidated through lectures, readings and exams, does not allow graduates to best serve the emerging
needs of the industry due to insufficient situational learning and application. For example, the thematic
analysis showed that cryptocurrencies, in a real sense, pose far greater systemic risks due to transactional
anonymity and decentralisation than most traditional, centralised financial systems. However, the
emerging technologies of Al and smart contracts, if introduced with due diligence and ethical
considerations, point to promising tools to potentially enhance behavioural monitoring capabilities,
together with protective automation tailored to decentralised architectures.

A number of targeted, pragmatic recommendations have been proposed to enhance experiential learning
and facilitate the ethical integration of automation into curricula, pedagogy, learning resources,
institutional policies and cultural incentives. Nevertheless, there are limitations to the findings, most
notably the reliance on secondary source literature alone, given the conceptual nature of this initial study.
Incorporating diverse primary data directly from students, educators, industry practitioners and policy
makers through mixed methods, including interviews, focus groups, surveys and ethnographic
observations, could significantly enrich the analysis by capturing the lived experiences and perspectives
of stakeholders. Furthermore, longitudinal research is warranted as blockchain technologies rapidly
mature, associated risks evolve, training practices adapt, and workplace needs change over the coming
pivotal years.

This study aimed to constructively bridge theory and practice, fostering cross-disciplinary collaboration
and innovation to meet the dynamic educational and industry demands arising from blockchain's
increasing penetration in finance, government, healthcare, and other sectors. The development of agile,
responsive learning systems that leverage new tools such as Al appears critical to adequately equipping
graduates with the integrated knowledge, critical thinking skills, and ethical orientation needed to
understand, harness, and regulate the risks and opportunities of blockchain. While not an exhaustive
analysis, this research provides initial scaffolding and preliminary strategies for adapting prevailing
academic paradigms through experiential learning and thoughtful integration of emerging technologies
like Al, guided by humanistic values. However, further progress will require a sustained commitment
to applied research and visionary leadership from educators, institutions and industry partners alike to
elevate blockchain education to the highest standards demanded by these exponentially disruptive times.

In conclusion, there are immense challenges to navigate, but there are also tremendous opportunities for
those institutions and graduates with the technical skills, wisdom, and social conscience to develop and
lead blockchain's immense potential to benefit society, if properly cultivated through educational
programmes that integrate technological innovation with ethics.
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